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31 July 1984

MEMORANDUM FOR: Chairman, Security Committee
FROM: Director of Central Intelligence
SUBJECT: Leaks

As part of our broad presentation of a program to deal with leaks
will you work with the General Counsel's office to get a comprehensive
paper on legal and legislative aspects of this on where we stand and
where we should try to go. Take it up with Sporkin. | 25X1
prepared an extensive paper on this 2 couple of months ago for Eloise Page
which might provide a start on this. I also attach proposed Tegislation
received from Eloise.

William J. Casey

Attachment:
Memorandum dated 1 May 1984
from Acting Director, ICS
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1 May 1984

MEMORANDUM FOR: Director of Central Intelligence

FROM: Eloise R. Page
Acting Director, Intelligence Community Staff

SUBJECT: Legislation on Unauthorized Disclosures

1. As a follow-up to our discussion this morning, attached is
the proposed legislation to criminalize the unauthorized disclosure of
classified intelligence by a cleared individual.

2. As we discussed, an effort to have the leadership of the SSCI
and, possibly, the HPSCI sponsor the legislation would be useful in
gathering broad support. The support of the Secretary of Defense and
the Attorney General should be sought also. The bill clearly is directed
at requiring government officials to live up to their responsibility to
safeguard classified information. It does not infringe upon rights of
the news media in any way.

EToise R. Page 47‘
Attachment:

Proposed Legislation
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% BILL

To protect against injury to the nztionzl Gefense and foreign
relations of the Dnited Stztecs by prohibitino certain
unavthorized disclosures of clezssified information.

Be it enacted bv the Senate 2né Bouse of Representatives

of the Dnitec States of Americz sin Conaress zssembled, That

Chapter 37 of title 18, Dnited Stztes Code, is amended by

addinc et the beginning thereof the following new section:

"§ 7S1.  Unesuthorized Disclosures

(2)

(b)

(c)

3
.£ine¢ not more than $10,000, or imprisocn

Whoever, beino &n officer or employee cf the Dnited
States or & person with zutherized access to
ciessified information, willfully discloses, or
gttempts to disclose, any classitied information to 2
person who is not an officer or employee of the United
States a2ndé who does not have avthorized access to it,
shzll be fined not more than $10,000, or imprisoned
not more than three‘years, or both.

Whoever, being an officer or employee of the Dnited

tates, willfully discloses any clzssified informetion’

to an olfficer or employee of the Drniteé States with
the intent that such officer or employvee cisclose +he
informetion, Sirectly or incéirectly, to person who
is not an officer or emplovee of the Dnited Stztes and
who Soes not have zvthorized access *c + shell be
¢ not more

e
t
L
[N
e
then three vears, or both.

As used in this section--

(1) the term "classified information” means -
information or mztericzl designated ané
clearly marked or representeg, pursuant to
the provisions of =& statuvte or Executive
order, as reguiring protection gagainst
uvnavthorized disclosure for reasons of
national security; -

(ii) the term "disclose” or "discloses® means to
communicate, furnish, deliver, transfer,
impart, provige, publish, convey, or
otherwise make available;
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(1ii) the term "zuthorized access" means having
authority, richt, or permission to receive
information or materizl within the scope of
authorizecd intellicence eactivities or
bursuant to the provisions of : statute,
Executive order, Girective of the head of any
Gepartment or agency who is empowered +o
classify informztion, order of any United
States court, or provisions of anv Rule of
the Bouse of Rerresentztives or resolution of
the Senate which governs handling of .
classified infcrmetion by the respective
Eouse of Congress.

(€) ©Nothing in this section shell be construeé +o
estzblish criminzl lizbility for cisclosuvre of
classified information in accordance with 2ppliceable
law to: -

(i) any court of +the Onitec~States, or Jjudoe or
justice thereosf; cr -

(ii) the Senzte or Bouse of Rerresentatives, or
&ny committee, subcommittee or joint
committee thereof.".

SEC. 2. The tzble of contents of Chazpter 37 of title ig,
Dniteé Stztes Code, is amended tc include the following ‘caption:

"781. Dnauthorized Disclosuvrecs".
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SECTION BY SECTION EXPLANATION

[ 28]

Section 1 of the Bill amends ckapter 27 of title B, Unitegd
tates Code, to include a2 section 791 pProhibitinc certzin
unavthorized disclosures of classified information. Section 2
of the Bill makes the corresponcing changes in the tzble of
contents for chapter 37 of title 18.

Proposed section 791 of title 18, Unite@ States Code,
provides criminzl penzlties for willful unazvthorized
G¢isclosures of classifieé informztion by federal emplovees zne
others who have authorized access to-classified information,
such as government contractors. With the narrow exceprtions of .
vnavthorized disclosures of atomic enercy Restricted Date,
communications intelligence/cryptogra;hy information, .ané the
identities of covert agents, willfvl uvnzuvthorizecd Cisclosures
ol classified information by those entrusted with it by the
government are not per se offenses under existinc federa)
criminel statutes.

Subsection (&) of § 751 prohibits wiltful Gisclosure or
ettemptec disclosure of classifiec information, bv z federal
civilian or military officer or emplovee or other person with
eutborizeé access tc such'infqrmation, to any person who is
neither z federzl civilian or. military cfficer or emplovee nor
& person with zsuthorized azccess +o such information. -The
subsection provides-cririnzl penzlties of not more than three
years imprisonment or & $10,000 fine, or botk, for such willfupl'
unauvthorized disclosure of clessifiecd information.

rt

Subsection (b) of § 7°2) prohibits willfpl Gisclosure of
clzssifiec information by & federz) civilian 6I military
ofZicer or emplovee to another such officer or emclovee with
the intept that the latter disclose the information, directly
or indirectly svch as throuch & chzin of intermecdizries, +o0 2
person who is neither 2 federzl civilizn or military officer or
emplovee nor 2 person with avthorizeé access tc the classified
information. The criminel penzlties for such an offense sre
iéenticzl to those provided for the offense defined in - .

subsection (2).

Subsection (c) of § 791 defines key terms emploved in
subsections (2) and (b) in 6efining the offenses of willful
uriavthorized disclosure. Paragraph (i) defines "clzssifieg
information” to consist of informztion or mzterizl designazted
e¢s requiring protection a20zinst unauthorized disclosure for
reasons of nationzl security pursuaznt to & statpte ©I EXecutive
order. Paragraph (ii) defines the term "disclose"” or
*discloses™ to include 211 forms of ¢isclosure enumerated in
the existing provisions of 18 U.S.C. §§ 793-798 and 50 U.Ss.C.

§ 426. Paragraph (iii) Gefines the term "zuthorized access" to
include authority or permission to receive information within
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D;apcb, oréecs of the courts of the Dnizted States, or rules of
either Bouse of Congress. Avthorized intelligence azctivities
ére those conducted pursuent to statvie or Exécutive order i
such 2s the current Executive Order 12333 governinc Ungteé'
States intellicence activities. ] -

. Subsection (d) of § 751 assures thzt ne criminzl liabilisv
will attach under subsections (2) or (b) to otherwise lawful )

cisclosure of classified informz<ioh to the Concress or the
courts. ’ . - '
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